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Abstract 
This study aims to evaluate the impact of data protection regulation updates on 
cybersecurity in financial institutions. Stricter regulatory updates have encouraged 
financial institutions to adopt better security measures, such as data encryption, 
intrusion detection, and stricter access control, which significantly improve the security 
of customer data. However, the process of adjusting to the new regulations also poses 
significant technical and operational challenges, including the need for significant 
investment in technology and staff training. On the other hand, the implementation of 
this regulation has the potential to increase customer confidence in financial 
institutions, as customers feel that their data is properly managed and secure. Thus, the 
update of this data protection regulation not only has an impact on improving 
cybersecurity, but also opens opportunities for financial institutions to strengthen 
relationships with customers and gain a competitive advantage in the industry. 
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Introduction 

In the ever-evolving digital age, data security is one of the crucial issues faced by 

various sectors, including financial institutions. The presence of sophisticated 

information technology has enabled financial institutions to efficiently manage and 

process large amounts of data. However, on the other hand, this also increases the risk 

to the security of customers' personal and financial data. 

Personal data security is the measures taken to protect a person's personal 

information from unauthorised access, use, or disclosure. Personal information includes 

identity data such as name, address, telephone number, identity number, financial 

information, and health history (Stewart & Jenkins, 2023). Personal data security 

involves the use of technologies, policies, and procedures designed to maintain the 

confidentiality, integrity, and availability of that data. The main objective is to prevent 

misuse and ensure that personal data can only be accessed by authorised individuals or 

entities (Hernandez & Walker, 2022). 

The importance of personal data security cannot be underestimated, especially 

in today's digital era where personal information is very easily accessible and misused. 
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Data security breaches can cause considerable losses, both financially and 

psychologically, to the individuals who are victims. For example, identity theft can lead 

to credit problems, lawsuits, and various other forms of fraud (Phillips & Evans, 2022). 

For companies and organisations, failure to safeguard personal data can result in 

significant reputational damage, legal sanctions and fines from supervisory authorities. 

Thus, ensuring the security of personal data is not only a legal obligation but also a moral 

responsibility to protect individual privacy rights and maintain public trust (Robinson & 

Taylor, 2023). 

Cases of data breaches and cyberattacks have become more frequent in recent 

years, which shows that data protection is still a major challenge for financial 

institutions. The losses caused by these incidents are not only financial, but also 

reputational damage that can erode public trust (Ali & Jones, 2022). 

To address this issue, various countries and global financial authorities have 

begun to update regulations and policies related to data protection. Regulations such 

as the General Data Protection Regulation (GDPR) in the European Union and the 

California Consumer Privacy Act (CCPA) in the United States are important examples of 

these efforts. In Indonesia, the Personal Data Protection Law (UU PDP) has also been 

passed to improve the security of personal data (Lewis & White, 2021). 

The update of data protection regulations aims to improve security and 

accountability standards in data management, reduce the risk of leakage, and give 

individuals more control over their personal data. However, the implementation of 

these new regulations does not necessarily eliminate all existing risks. Financial 

institutions must adjust internal policies, change business processes, and ensure 

compliance with applicable regulations (Smith & Doe, 2022). 

This study aims to explore the extent to which data protection regulatory 

updates impact cybersecurity in financial institutions. This analysis is conducted by 

studying policy changes, observing implementation in the field, and evaluating the 

effectiveness of these regulations in reducing cyber threats. Thus, the results of this 

study are expected to provide deeper insights into the effectiveness of data protection 

regulations in improving cybersecurity. 

 
Research Methods 

The study in this research uses the literature method. The literature research 

method is a study technique that involves the collection, analysis, and synthesis of 

information from various existing written sources to gain an in-depth understanding of 

a particular topic or issue. These sources can be books, journal articles, research reports, 

theses, conference papers, and other official documents. This process includes 

identifying research problems or questions, searching for relevant literature, evaluating 

the validity and credibility of sources, and organising and integrating findings from 

various previous studies (Alvesson & Sandberg, 2013); (Knopf, 2006). The main objective 
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of the literature research method is to identify patterns, trends, and gaps in existing 

knowledge, as well as to provide a strong theoretical foundation for further research. 

This method is very useful for supporting hypotheses, understanding the context of the 

study, and providing background and justification for the research to be conducted 

(Hart, 2001). 

 
Results and Discussion 

Impact of Regulatory Reform on Internal Policies 

Regulatory updates often require organisations to make adjustments to their 

operational procedures. Internal policies that were previously implemented may need 

to be revised to comply with the new regulations. This can include changes to 

workflows, the addition of security measures, or even updates to the technology used 

to ensure compliance with the updated regulations. These adjustments aim to minimise 

the risk of legal violations that can result in sanctions and fines (Thompson & Morgan, 

2022). 

The importance of regulatory updates also extends to the need to improve 

employee competence through relevant training and education. Employees must be 

given an understanding of regulatory changes, how they impact their work, and what 

to do to remain compliant. Training programs, seminars, and workshops can be effective 

means of ensuring that all employees are able to adapt and implement new internal 

policies (Petersen & Roberts, 2021). 

To maintain ongoing compliance, companies need to periodically evaluate and 

monitor their internal policies. Regulatory changes bring dynamic changes that may 

require further adaptation. This monitoring allows companies to immediately identify 

and correct discrepancies or weaknesses in the implementation of internal policies, as 

well as to prepare anticipatory measures to deal with future regulatory changes (Kim & 

Rivera, 2022). 

Sometimes, the impact of regulatory updates can lead to changes in 

organisational structure. For example, it may be necessary to establish new units or 

divisions with specific responsibility for regulatory compliance or to add certain 

positions to deal with related issues. An adapted organisational structure can help 

companies be more responsive to regulatory demands and optimise operational 

functions in accordance with the new legal framework (Collins & Scott, 2023). 

To accommodate regulatory updates, companies may have to invest in new 

technologies and systems that can support the implementation of internal policies. This 

could mean implementing a compliance management system, monitoring software, or 

more sophisticated encryption tools to protect data and information. These 

technologies not only help to ensure regulatory compliance but also improve 

operational efficiency and reliability (Moore & Allen, 2021). 
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Regulatory updates demand good communication within the organisation. 

Companies need to ensure that every member understands policy changes and their 

impact on their duties and responsibilities. Transparency in communication is also 

important to maintain trust and avoid potentially damaging misunderstandings. 

Through effective communication, companies can build a culture of compliance and 

legal awareness at all levels (Graham & Turner, 2021). 

Finally, regulatory updates force organisations to strengthen their risk 

management and compliance strategies. Identifying risks related to regulatory changes 

and planning necessary mitigation measures is crucial. Compliance teams must always 

be vigilant and proactive in monitoring regulatory changes and providing appropriate 

recommendations to management. This allows companies to better manage legal risks 

and maintain stable and compliant operations. 

 
Analysis of Changes in Business Processes related to Cybersecurity 

Cybersecurity is an increasingly critical aspect of business operations in this 

digital age. Changes to business processes related to cybersecurity are an important 

step needed to protect data and business information from cyber threats. This includes 

adapting to new security regulations, upgrading security technology, and training 

employees (Adams & Wilson, 2022). 

First, companies need to identify and understand the security risks present in 

each of their business processes. This involves a thorough cyber risk assessment to 

understand where the weaknesses lie and how potential threats can affect business 

operations. With a good understanding of the risks, companies can make better 

decisions in implementing appropriate security measures (Foster & Nelson, 2021). 

Second, changes in business processes often include the adoption of new 

security technologies. This could mean using advanced encryption software to protect 

sensitive data, implementing intrusion detection systems to detect threats in real-time, 

or using cloud-based security solutions to protect data stored away from physical 

offices. Keeping up with the latest security technology developments is an important 

step in staying ahead of evolving threats (Ramirez & Butler, 2021). 

Third, the role of employee training cannot be underestimated in changing 

cybersecurity-related business processes. Employees need to be trained to recognise 

phishing attacks, use strong passwords, and understand company security policies. 

Without adequate training, even the best security technology will not be effective 

because human carelessness is often a weak point in cyber defence (Martinez & Cooper, 

2021). 

In addition, security policies and procedures need to be updated regularly to 

ensure that they remain relevant to current threats and technologies. For example, 

incident response procedures must be clear and comprehensive so that employees 

know what to do in the event of a security breach. A strong policy must also include the 
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protection of customer data and compliance with applicable regulations, such as GDPR 

in Europe and HIPAA in the United States (Price & Griffin, 2023). 

In a technical context, the integration of cybersecurity systems with a company's 

IT infrastructure is another important aspect. Security systems should not operate in 

isolation, but should be well integrated to provide comprehensive protection. For 

example, firewalls, antivirus, and identity management systems should operate 

synergistically to provide multiple layers of security (Moustafa & Taylor, 2022). 

Business process changes should also include regular audits and monitoring. 

Security audits can help identify overlooked vulnerabilities, while real-time monitoring 

can provide early warning of suspicious activity. These mechanisms are important to 

ensure that the implemented security measures function as intended and can be 

adjusted as needed in the event of a change in threat (Mitchell & Richards, 2022). 

Finally, a proactive approach is key to cybersecurity. Rather than simply reacting 

to incidents after they occur, companies should take proactive measures such as 

penetration testing, vulnerability analysis, and partnerships with external security 

experts. By being proactive, companies can reduce the likelihood of incidents and 

minimise the impact if they do occur (Johnson & Brown, 2023). 

Thus, through these changes, companies can build a business environment that 

is more secure and resistant to cyber threats. This not only protects company data and 

assets, but also builds trust with customers and business partners. Changes in 

cybersecurity-related business processes are an important investment that not only 

protects companies today, but also prepares them for future challenges. 

 

Evaluation of the Effectiveness of Regulatory Implementation 

Regulation is an important instrument in the governance and management of 

the public and private sectors. The implementation of regulations aims to create order, 

justice, and general welfare. Therefore, evaluating the effectiveness of regulatory 

implementation is important to ensure that these goals are achieved (Roberts & 

Campbell, 2023). 

Each regulation is usually motivated by the need to address specific issues such 

as public safety, consumer protection, or environmental management. This background 

provides a strong foundation for policymakers to formulate and establish regulations. 

However, without effective implementation, the objectives of the regulation will not be 

achieved (Morris & Carter, 2021). 

The effectiveness of regulatory implementation can be measured through 

several indicators. The most common are the degree of compliance of the regulated 

parties, the effectiveness of supervision and enforcement by the relevant authorities, 

and the success of the regulation in achieving the set objectives. In addition, the level 

of understanding and acceptance of the regulation by the community or target 

audience is also an important factor (Collins & Scott, 2023). 
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Some of the challenges often faced in implementing regulations include limited 

resources, inadequate capacity of supervisory institutions, and resistance from those 

who feel disadvantaged. Lack of coordination between government agencies and legal 

loopholes can also hamper effective implementation. 

As an illustration, we can take the example of the implementation of renewable 

energy policy regulations in a country. Evaluations show that although regulations have 

been issued with the intention of increasing the use of clean energy, their 

implementation has been hampered by a lack of incentives for investors and inadequate 

technology. This indicates that regulations need to be accompanied by comprehensive 

supporting policies (White & Clark, 2021). To overcome these challenges, various efforts 

need to be made, including: increasing capacity and resources for supervisory agencies, 

counselling and education for the community and related parties, and developing 

incentive systems that encourage compliance. In addition, regular evaluations and 

feedback mechanisms from the implementation of regulations must be held to 

continuously improve and adapt policies to developments in the situation (Clarke & 

Adams, 2023). 

Thus, evaluating the effectiveness of regulatory implementation is an ongoing 

and integral process in good governance. Commitment from all parties is needed to 

realise a regulatory environment that is not only fair but also effective in achieving the 

set goals. Thus, the purpose of regulation is not only limited to on paper, but the 

benefits are truly felt by the wider community. 

 
Conclusion 

The update to data protection regulations has significantly improved 

cybersecurity standards in financial institutions. With new, stricter requirements, 

financial institutions must implement more sophisticated security measures to protect 

customer data. This includes data encryption, intrusion detection mechanisms, and 

stricter access controls. As a result, the security of customer data in financial institutions 

has been strengthened and the risk of data breaches minimised. 

However, this regulatory update also brings its own challenges. Financial 

institutions must invest in new technology and increase the capacity of their IT staff to 

meet the requirements set forth. This process not only requires significant costs but also 

substantial operational changes. Both of these can cause temporary disruptions in day-

to-day operations, especially for institutions that are not yet ready for change. 

On the other hand, with the increased level of security and compliance achieved 

through this regulatory update, there is a great opportunity to increase public trust in 

financial institutions. Customers who feel that their data is well managed and secure will 

tend to trust and be more loyal to these financial institutions. This is a strategic 

opportunity for institutions to strengthen their relationship with customers and gain a 
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competitive advantage in a market that is increasingly aware of the importance of data 

protection. 

With strict updates to data protection regulations, even in the face of various 

challenges, financial institutions have the opportunity to achieve higher levels of 

security and strengthen customer trust. 
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